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I. Introduction 

Networks have now become the backbone of modern living, 

bearing exchange of communication, commerce, as well as the 

very necessary infrastructure. As a result, cybersecurity is a key 

aspect of how these networks are secured from a wide range of 

dangers. Some central cybersecurity technologies (anti-virus 

software, firewalls, and IDS) are deployed in order to defend 

against both internal attackers and external attackers [1]. Anti-

virus software comes to the rescue while detecting and 

disarming malware and while filtering malicious traffic on the 

firewall, while IDSs keep a constant eye on network activities to 

detect suspicious patterns and possible breaches. These tools 

combine to provide a bottom-line defense, protecting data and 

systems from a world that gets more digitally centric with every 

passing day and ensuring the compromises of data and system 

availability, confidentiality, and integrity [2]. 
 

The increasing speed of worldwide communication has made 

cyberattacks, particularly One major worry is distributed denial 

of service assaults. During a DDoS assault [3], the attacks 

exploit numerous compromised network devices to massively 

overwhelm a target network or server, causing it to deny service 

to legitimate users [4]. The development of these attacks and the 

capacity to employ IoT botnets has ensured that such attacks 

cannot be blocked or mitigated. One of those is the 2016 DDoS 

attack on the Dyn DNS server, which knocked out the system 

but left the world connected [5]. As DDoS attacks continue to 

rise in frequency and complexity, an acute threat that requires 

better detection and mitigation mechanisms to withstand them 

emerges. 
 

Traditional IDS normally uses signature-based techniques as 

one of their defensive strategies to detect known attacks by 

comparing traffic patterns to established attack signatures [6]. 

This way is useful for existing threats but lacks for new [7], 

complex attackers, such as DDoS. Also, traditional IDS are 

vulnerable to a high frequency of false positives (error of 

reporting legitimate traffic as an attack) and false negatives (the 

failure to detect a real attack) [8]. As cyber-attacks grow 

technologically more advanced and pervasive, it means that 

traditional security measures in the form of firewalls and access 

controls are insufficient to manage mass operation actions such 

as DDoS, thereby making the need for more adaptive and 

scalable intrusion detection systems. 
 

Cloud computing has revolutionized the way businesses operate 

and has now introduced scalable, cost-saving solutions. 

However, the distributed nature of the cloud networks makes 

them particularly susceptible to DDoS attacks. To counter these 

threats, ML techniques are increasingly being employed to 

immediately identify and stop DDoS assaults by identifying 

abnormal traffic patterns and adapting to evolving attack vectors 

[9][10], which can flood all cloud nodes and create huge service 

outages. Such disruptions can be not only detrimental to cloud-

hosted applications but also to services that depend on the cloud 

[11]. With the rapid shift of businesses to cloud environments, 

the demand for solid security measures to prevent DDoS attacks  
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becomes more urgent. Common defense mechanisms such as 

firewalls and access control mechanisms have proved less 

adequate due to the influence of these attacks, and therefore 

[12]. To combat these attacks, it is also essential to have a 

sophisticated IDS that can identify and eliminate the resulting 

risks instantly. 
 

A. Significance and Contribution  

This study's importance stems from its ability to improve DDoS 

detection systems, which are crucial for safeguarding network 

infrastructures. The proposed study uses a robust dataset such as 

BoT-IoT, which allows for training and testing ML models with 

a strong framework that can provide better identification of 

attack patterns. The methodology, by involves systematic data 

pre-processing and the use of a tried and tested DT classifier, 

takes care that the results are built on quality, consistent data. 

Further strengthening the relevance of the study, the standard 

evaluation metrics further enhance the study’s validity, as there 

is a tangible evaluation of the model’s output. This study 

advances the state-of-the-art in DDoS tactics while being 

presented as a useful benchmark for future research in network 

security. The contribution of the study is given below: 

• The paper uses the BoT-IoT dataset for DDoS attacks 

detection, using a fairly large amount of network traffic 

presented in the dataset, and therefore provides useful 

insights into the discipline of cybersecurity. 

• The study uses strong pre-processing tools such as missing 

value imputation, feature mapping, one-hot encoding, and 

normalization to prepare high-quality data consistent 

enough to work with ML models. 

• The paper has employed a Decision Tree classifier in 

detecting DDoS attack patterns, proving the classifier’s 

relevance and effectiveness in cybersecurity applications. 

• The study uses various standard performance measures, 

including to evaluate the model's performance thoroughly, 

use the F1score, recall, accuracy, and precision produce an 

exhaustive report on its efficacy. 
 

B. Justification and Novelty  

This study justifies its approach by highlighting the acute 

necessity for DDoS detection technique with high robustness 

and working efficiency in the field of network security, a 

necessity that is met through approaches at the ML level. The 

BoT-IoT dataset, selected to reflect the patterns of traffic in 

networks, gives a worthy base for testing models of detection of 

attacks. The pre-processing processes, such as missing data 

imputation, feature mapping, and data normalization for the 

above data set, are necessary to maintain the data integrity and 

before modelling, to make sure the data is appropriate. Utilizing 

the DT classifier, one of the most tried and tested machine 

learning tools, this work seeks to accurately and effectively 

detect attack patterns. Common performance indicators include 

as accuracy, precision, recall, and F1-score are essential in 

guaranteeing thorough evaluation of the model and as well, it 

can be compared with other approaches in the field, which helps 

to provide some useful information in the ongoing study on 

DDoS detection. 
 

C. Structure of the Paper 

This study is organized as follows: Section II surveys related 

work on intrusion detection against DDoS attacks in cloud 

environments. Section III explains the methodology and 

materials. Section IV reports the experimental results. Section V 

concludes with a summary of findings. 

 

II. Literature Review  

The study on cloud network intrusion detection of DDoS 

assaults is summarized in this section. 

Wani et al. (2019) A fresh dataset was created utilizing an 

intrusion detection system, and work was done on their own 

cloud environment with an attacking tool called Tor Hammer.  

This study uses a variety of ML methods! 99.7%, 97.6%, and 

98.0% of the classification and overall accuracy were achieved 

using SVM, RF, and NB, respectively [12]. 

 

Chen et al. (2018) explain how to use XGBoost as a detection 

technique in SDN-based clouds. Additionally, employ the 

Mininet to build the SDN topology, with the POX serving as the 

SDN manager, and the attack tool Hyenae to simulate a real-

world DDoS attack situation. In order to compete with other 

classifiers, Tcp Dump has collected a flow packet data set that 

the XGBoost classifier uses for DDoS detection. The results of 

the detection validate the rapidity of their method, scalability, 

reduced false positive rate, and increased accuracy [13]. 

 

Sangodoyin et al. (2018) evaluate the server's vulnerability to 

TCP-ACK, SYN, and Slow Loris attacks on the layer of the data 

plane. Their evaluation of DDoS attack detection is based on 

simulations run on Mininet. Disturbance from the confidence 

interval derived from the normal distribution of throughput 

polled without server attack forms the basis of their detection 

approach. Their simulation result demonstrates that flooding 

assaults may be identified with 99% accuracy when a window 

size of one minute is used [14]. 

 

Jiao et al. (2017) Analyze the suggested method using both 

simulated and actual datasets, such as the dataset from the Baidu 

Cloud Computing Platform, the datasheet for the 2007 CAIDA 

DDoS Attack, and the ISCX IDS dataset. According to 

experimental data, the suggested method can achieve a false 

alarm rate below 1% and an assault detection rate over 99% [15]. 

 

He, Zhang, and Lee (2017) declared that the solution utilizes 

statistical data from the virtual machines and the hypervisor of 

the cloud server to block the transmission of network packages 

to the external network. They thoroughly compare the 

performance of nine ML methods. According to their testing 

findings, there is a 99.7 percent success rate in identifying the 

four distinct kinds of DOS attacks [16]. 

 

Table I presents a literature review on DDoS attacks in cloud 

networks, summarizing the methodologies used, datasets 

employed, key findings, identified limitations, and proposed 

directions for future research. 
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Table I: Summary of Literature Review based on Intrusion Detection of DDoS Attacks in Cloud Networks. 
 

Study Methodology Dataset Key Findings Limitations Future Work 

Wani et al. 

(2019) 

Implemented ML algorithms 

(SVM, Naive Bayes, Random 

Forest) on a self-generated 

dataset using a cloud setup and 

Tor Hammer for DDoS attack 

simulation. 

Custom dataset 

generated in 

own cloud using 

Tor Hammer. 

Achieved 

accuracy: SVM 

– 99.7%, RF – 

97.6%, NB – 

98.0%. 

Limited to a 

single attack 

tool and 

environment. 

Expansion to more 

diverse attacks and 

real-world 

datasets. 

Chen et al. 

(2018) 

Used XGBoost classifier in SDN-

based cloud setup with POX 

controller and Mininet, attack 

simulated via Hyenae, data 

captured using TcpDump. 

Flow packet 

dataset captured 

via TcpDump. 

High detection 

accuracy, low 

false positives, 

and high 

scalability. 

May require 

further 

validation in 

large-scale 

production 

environments. 

Test performance 

on more complex, 

real-time traffic in 

production-scale 

SDN networks. 

Sangodoyin 

et al. (2018) 

Simulated TCP-ACK, SYN, and 

Slowloris DDoS attacks in 

Mininet, detecting anomalies via 

deviation from normal 

throughput using a statistical 

confidence interval approach. 

Traffic data 

from Mininet 

simulations. 

Detected 

flooding attacks 

with 99% 

accuracy using a 

1-minute 

window. 

Focuses on 

only three 

types of DDoS 

attacks. 

Extend detection 

mechanism to 

other DDoS 

variants and 

optimize response 

time. 

Jiao et al. 

(2017) 

Combined simulated and real 

datasets; tested detection 

approach using multiple 

benchmark datasets including 

ISCX, CAIDA, and Baidu cloud 

datasets. 

ISCX IDS, 

CAIDA DDoS 

2007, Baidu 

Cloud 

Computing 

datasets. 

Detection rate 

>99%, false 

alarm rate <1%. 

Limited 

discussion on 

real-time 

deployment 

and scalability. 

Real-time 

implementation 

and evaluation in 

live cloud 

environments. 

He, Zhang 

and Lee 

(2017) 

Leveraged statistical data from 

hypervisor and VMs, applied 

nine ML algorithms, and 

compared performance in 

detecting outbound DDoS traffic. 

Internal cloud 

server data from 

hypervisors and 

VMs. 

identified more 

than 99.7% of 

the four DoS 

attack types. 

Evaluation 

limited to 

specific ML 

models and 

predefined 

attack types. 

Broaden scope to 

adaptive models 

and hybrid 

detection systems 

for emerging 

DDoS variants. 
 

III. Methodology 

The methodology for this study begins with the utilization of the 

BoT-IoT dataset, sourced from Kaggle, which contains 

comprehensive network traffic data suitable for DDoS detection 

research. The raw dataset undergoes a series of pre-processing 

steps, including missing data imputation, feature mapping, one-

hot encoding, and normalization to guarantee the consistency 

and quality of the data. To facilitate efficient model assessment, 

after initial preparation, the dataset is divided into three parts: 

training, validation, and testing.  On top of that, the processed 

data is run through a DT classifier to identify patterns of attacks. 

Properly, the model's efficacy is evaluated by displaying the 

outcomes of standard measures like as F1-score, recall, 

accuracy, and precision. The suggested methodology's process 

is depicted in Figure 1, detailing each step from dataset 

utilization to final result evaluation. 
 

 
 

Figure 1: Flowchart for DDoS Attacks in Cloud Networks. 

 

The following is a quick discussion of the procedures in the 

recommended method: 
 

A. Data Collection 

This study makes use of the BoT-IoT dataset, which is 

accessible on Kaggle and was produced in the UNSW Canberra 

Cyber Range Lab's realistic network environment. The 

information, which comes in a variety of forms such as CSV 

files, Argus flow records, and actual packet capture (pcap) files, 

is intended for DDoS attack detection studies. Over 72 million 

records are included in fully compressed pcap files of 69.3 GB, 

while the extracted flow traffic measuring 16.7 GB is in a CSV 

format, offering a comprehensive resource for evaluating 

intrusion detection models. 
 

Figure 2 illustrates the supply of samples between the two 

classes: Normal and Attack. It is clearly visible that the dataset 

is imbalanced in a way that the attack samples are largely higher 

than the number of normal samples. In particular, it has more 

than 25000 attack cases, and the number of normal traffic 

samples is less, around 8000. This imbalance draws more 

attention to the need for using strong models indicating identify 

DDoS attacks in a distorted data environment on cloud 

networks. 
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Figure 2: Data Distribution Plot for Binary Classification. 

 
Figure 3: Correlation Matrix of Features. 

 

Figure 3, the correlation between the dataset's various properties 

is depicted in the heatmap. With values ranging from -1 to 1, 

each cell displays the Pearson correlation between two 

attributes.  Darker hues indicate weaker or negative connections, 

whereas lighter hues indicate greater positive correlations. It can 

be observed that some features show a high degree of correlation 

with each other, suggesting potential redundancy, while others 

are more independent. Understanding these relationships is 

crucial for feature selection, dimensionality reduction, and 

enhancing model performance during intrusion detection tasks. 
 

B. Data preprocessing 

The preprocessing of DDoS attack data in cloud environments 

using the BoT-IoT dataset is a critical focus. Essential steps in 

this process include missing data imputation, Feature Mapping, 

One-hot Encoding, and normalization. These techniques are 

grounded in well-established methodologies from existing 

literature, aiming to optimize model performance and improve 

the generalizability of the detection system across diverse 

network conditions. The following steps of preprocessing are 

given below: 

• Missing Data Imputation: Missing data imputation and 

searching for missing data (both datasets had no missing 

data) [17]. 

• Feature Mapping: Machines are only able to recognised 

numerical values, yet the characteristics that are derived 

from network data comprise both numerical and symbolic 

elements.  As a result, it is necessary to first translate each 

symbol characteristic into numerical values [18]. 

• One-hot Encoding: In intrusion detection tests, the 

majority of data are categorical in nature and may or may 

not be numerical. This was accomplished by using "One-

hot encoding," which transforms each non-numeric value 

into a unique binary variable [19]. 

• Data Normalization: In order to prevent bias in favor of 

characteristics with higher values, data normalization is 

done. It involves adjusting each attribute's value to fall 

within a range that is proportionate. Each characteristic in 

each record falls within the same range of [0–1] and is 

normalised by the corresponding maximum value [20]. 
 

C. Data Splitting 

The dataset partitioning was used for all ML and DL models in 

the DDoS assault investigation in cloud networks was 10% for 

testing, 80% for training, and 10% for validation.  
 

D. Classification of Decision Tree Model 

One supervised ML technique that is known to work effectively 

with proper configuration is the DT. Large data sets may be 

handled by it, and it handles both category and numerical data. 

A DT is made up of leaf nodes, which provide the expected 

outcomes, and the initial split is carried out by a root node. A 

DT can be represented using edges and nodes. Splitting is often 

determined by information gain and entropy [21]. 
 

In order to construct a DT, it is essential to determine the best 

way to split samples according to a feature and determine the 

weight values of the leaf nodes, which is accomplished by 

calculating Equations (1) and (2): 

 

𝐿𝑠𝑝𝑙𝑖𝑡 =
1

2
[

(∑ 𝑔𝑖)𝑖∈𝐼𝐿
2

∑ ℎ𝐿𝑖∈𝐼𝑙
+𝜆

+
(∑ 𝑔𝑖)𝑖∈𝐼𝑅

)
2

∑ ℎ𝐿𝑖∈ℎ𝑅
+𝜆

−
(∑ 𝑔𝑖𝑖∈𝐼 )2

∑ ℎ𝐿𝑖∈𝑖 +𝜆
] (1) 

𝜔𝑙
(𝑡)

= −
∑ 𝑔𝑖𝑖∈𝐼𝑙

∑ ℎ𝑖+𝜆𝑖∈𝐼𝑙

 (2) 

 

As it can be shown, the first-order and second-order gradients 

and sample order are the only factors that affect the computation 

of this split score. 
 

E. Evaluation Metrics  

The standard classification measures, comprising F1-score, 

confusion matrix, recall, accuracy, and precision, are used to 

assess how well DL models identify DDoS assaults in cloud 

settings. It is common practice to create and display the 

difference between the predicted and actual classification results 

from a classification matrix using a confusion matrix. A 

confusion matrix, which shows the difference between the 

classifier's actual and predicted results, is commonly produced. 

To show how effectively a classification model works with test 

data where the true values are known, a table called a confusion 

matrix is often employed. These numbers, TP, TN, FP, and FN, 

are used to measure how the real model attempts to discriminate 

between attack (positive class) traffic & normal (negative class) 

traffic. It is critical to have an accurate interpretation of these 

metrics as a prerequisite for comparing model performance in 

intrusion detection. Below are discussed. 
 

Accuracy: The calculation used is the method for calculating it, 

which is the ratio of all accurate projections to all forecasts 

made, or Equation (3): 

 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
 (3) 

 

Precision: It defines the number of true positives relative to all 

positives and is utilized to determine the amount of attack traffic 

that is truly identified accurately; the formula is calculated in 

Equation (4): 

 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃+𝐹𝑃
 (4) 

 

Recall: The attack rate is calculated as a proportion of total 

attack traffic, and recall indicates its ability to catch all real 

positives. Recall also determines the percentage of correctly  
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anticipated actual positives. The formula above is obtained in 

Equation (5): 

 𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃+𝐹𝑁
 (5) 

 

F1 Score: This statistic provides a reasonable evaluation of the 

model's effectiveness in striking a balance between recall and 

accuracy. It is calculated as the midway figure between after 

accuracy and recall have been balanced, it is computed in 

Equation (6): 

 𝐹1 𝑆𝑐𝑜𝑟𝑒 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
 (6) 

 

These measurements are also used to evaluate how well various 

algorithms detect DDoS attacks. 
 

IV. Result Analysis and Discussion 

The experiment's findings from installing an ML model for 

cloud network intrusion detection of DDoS attacks are presented 

in this part. The experiments were performed on a system using 

a 3.3 GHz Intel dual-core i6 processor, 1 TB of RAM, and 

Windows 11 Pro. The models' performance was evaluated using 

four measures. Three metrics: F1-score, recall, and accuracy. 

Table II summarizes the results of the DT model's detection of 

distributed denial of service attacks. 
 

Table II: Model performance of proposed Decision Tree 

Model. 
 

Performance 

Metrics 

Decision Tree 

(%) 

Accuracy 99.9 

Precision 99.9 

Recall 99.9 

F1-Score 99.9 
 

The proposed DT model showed superb ability to identify DDoS 

assaults in cloud settings. The model was able to make effective 

differentiation in malicious versus normal traffic with 99.9% 

F1-score, recall, accuracy, and precision. Such findings identify 

the model’s resilience and fit to intrusion detection processes, 

making it an ideal candidate for deployment on a live cloud 

security system. 

 
 

Figure 4: Confusion Matrix for DT Binary Classification. 
 

The confusion matrix in Figure 4 displays the DT model's 

performance for DDoS attack detection. For all occurrences, 923 

samples of normal traffic were correctly classified, whereas 2 

were misclassified. In the same way, 2707 samples of DDoS 

attacks were properly detected, with only 2 of them being 

misclassified as traffic of normal traffic. These results point to 

the model’s superior classification capability, since errors are 

few, consistent with the high accuracy, precision, recall, and F1-

score mentioned above. 

 

 

A. Comparative Analysis and Discussion  

The comparative analysis for intrusion detection and DDoS 

attack mitigation in cloud environments is discussed in the 

following subsection. ML, and DL models like GD, RF. Their 

Performance is compared with the help of key metrics such as 

accuracy, as seen by Table III. 
 

Table III: Comparison analysis of proposed and baseline model 

based on DDoS Attack. 
 

Model Accuracy (%) 

Gradient Descent 

[22] 

97.7 

Random Forest 

[23] 

96 

Decision Tree 99.9 
 

In the comparison of model performance in Table III, the DT 

classifier, as the proposed model, outperforms both the GD and 

RF baseline models. The DT attained remarkable accuracy up to 

99.9%, much higher than the GD model of 97.7% and the RF 

model of 96%. This tells that the DT model is better in 

identifying DDoS attack patterns in the dataset mentioned 

above, and hence the importance of completing the assignment 

with complexity. Although the GD and RF models give pretty 

good baseline results, the fact that the DT has higher accuracy 

indicates that this model is more appropriate to the problem, and 

provides a more reliable way to detect DDoS attacks can be 

found. 
 

The proposed DT model has several benefits, such as 

outstanding accuracy (99.9%), making it very effective for 

detecting DDoS attacks. Decision-making processes are simple 

to see and comprehend due to its inherent interpretability. Thus, 

it is transparent. The model is able to deal well with non-

linearities in the data, thus making it a good tool for the 

identification of complex attack patterns. Furthermore, DT 

requires very little data preprocessing and can handle both 

numerical as well as categorical data effortlessly. Using pruning 

techniques, the same model also becomes resistant to 

overfitting, which guarantees strong generalization to new data, 

making the proposed DDoS detection an effective and efficient 

option. 
 

V. Conclusion and Future Work 

This article demonstrates how well DT classifiers detect DDoS 

assaults in cloud networks. DDoS assaults are among the cloud's 

most intricate problems. The high model accuracy rate of 99.9% 

and outstanding performance among various evaluation metrics 

all prove the model’s soundness in identifying legitimate 

communications from malicious ones.  Utilizing the BoT-IoT 

dataset in conjunction with comprehensive data pre-processing 

enhances the model's dependability, and therefore, it can be 

considered one of the possible solutions for real-time DDoS 

detection in cloud environments. Comparative analysis to 

baseline models, including GD and RF, underscores the DT 

model's superiority in handling the complexities of DDoS attack 

patterns. 
 

Further work is suggested to investigate the possibility of 

applying more sophisticated ML methods, including ensemble 

models or DL based strategies, in order to examine how that 

could improve detection accuracy as well as scalability. Also, 

this model could be improved by dealing with the class 

imbalance in datasets while applying oversampling or data  
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synthesis methods. Deployment in the real world in cloud 

infrastructures, as well as an ongoing adjustment to continually 

changing attack strategies, would yield meaningful information 

on the model’s true-time effectiveness and ability to be adjusted.  
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