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I. Introduction 

The phenomenon of cloud computing has radically changed the 

conventional paradigms of computing, providing individuals 

and organizations with scalable, on-demand services through the 

Internet [1]. The move allows application, data, and services to 

be shifted to distributed facilities, and users reap the benefits of 

lower local computational overhead and of pay-as-you-go 

arrangements. This implies that many industries, such as e-

commerce, healthcare, education, and banking, are rapidly 

innovating due to cloud computing, which is crucial to digital 

transformation [2]. 
 

The proliferation of cloud computing, however, has given rise to 

numerous security concerns.  Multiple tenants, shared resources, 

dynamic provisioning, and diverse traffic all contribute to the 

dispersed nature of cloud environments, making them more 

vulnerable to attacks [3]. DDoS attacks, APTs, unauthorized 

access, and zero-day vulnerabilities are common threats to the 

confidentiality, availability, and integrity of data and services 

hosted in the cloud. 
 

Cloud security architectures have now incorporated Intrusion 

Detection Systems (IDSs) to address these increased security 

issues.An intrusion detection system is designed to monitor a 

system or network for any indication of suspicious behavior or 

policy violations. However, Traditional IDSs are becoming 

increasingly ineffective in cloud environments because their 

functionality lacks flexibility and is based on known signatures 

or predefined rules. The development of cooperative IDSs is 

based on the consideration that an individual IDS cannot identify 

all forms of attacks in a highly distributed environment. Agents 

from various cloud providers collaborate in these systems to 

enhance detection capabilities by exchanging feedback and 

insights [4]. 
 

Adaptive and intelligent systems for threat detection have 

recently become available due to advancements in AI, ML, and 

DL, which have significantly transformed the landscape of 

intrusion detection [5][6]. The resulting ML algorithms can sort 

through vast amounts of heterogeneous network traffic and 

identify patterns that were previously difficult to discern with the 

limited information produced by a human working alone. An 

example is that the embedded ML into IoT-based sensors (e.g., 

smart surveillance cameras) can transmit only the relevant data 

(or events, e.g., detections of certain objects) to allow further 

processing to take place, which reduces overhead costs and the 

time required to respond to it [7]. 
 

Additionally, academics are investigating how Deep Learning 

techniques such as RNNs, LSTMs, CNNs, and Autoencoders 

can depict complex, non-linear relationships in data with a high 

degree of dimensionality.  Highly effective for cloud-based IDS 

solutions, these methodologies offer expanded capabilities in 

feature extraction, anomaly detection, and multi-class 

classification.  The demonstrated efficacy of DL in domains such 

as computer vision, biological signal analysis, and natural 

language processing suggests that it may be a valuable asset to 

an autonomous and proactive cybersecurity architecture. 
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A. Organisation of the Paper 

The paper's structure is as follows: First, we provide some 

context regarding IDC's Proactive Cloud Security and how it 

utilizes machine learning. Part II provides an Introduction to 

Intrusion Detection Systems. Section III outlines the various 

security threats to cloud computing. Examining IDS's ML and 

DL capabilities is covered in Part IV. Section V concludes the 

investigation and lays out the next steps. 
 

II. Overview of Intrusion Detection Systems (IDS) 

A Series of security, confidentiality, and privacy issues have 

been associated with the use of computer systems and the 

Internet in recent times due to the need to transfer data 

electronically. Hence, studies have focused on improving 

privacy and securing computer systems, but despite these efforts, 

these problems still persist in computer systems, to the extent 

that there is currently no completely secure system on the planet. 

Attacks are launched in various forms, emerging in response to 

the existence of new signatures with abnormal behavior in the 

signature database [8]. Therefore, several tools have been used 

to counter different forms of attacks on network systems and one 

such tool is IDSs shown in Figure 1. This tool was developed for 

real-time monitoring of network systems for any form of 

intrusion. They aim to detect attacks that target the system's 

security features.  

 
Fig. 1. Intrusion Detection Systems (IDS). 

 

B. Intrusion Detection Detect Network 

The use of an IDS is one kind of surveillance. The two most 

popular types of IDS are host-based and network-based. Intruder 

detection systems can be either host-based or network-based; 

however, the former is more narrowly focused on identifying 

incursions on specific hosts, while the latter searches the entire 

network for suspicious activity.  Monitoring the packets that 

packet sniffers transmit is one function of network intrusion 

detection systems. Since NIDS can monitor more network 

targets, it can detect more attacks that HIDSs may miss, as they 

cannot view packet headers. For instance, NIDS can detect 

numerous IP-based DoS attacks because it monitors packet 

headers as they pass through the network. Furthermore, NIDS 

relies less on the host operating system as a detection source; 

instead, it is designed to work effectively with specific operating 

systems. HIDS and NIDS have been combined in some hybrid 

IDSs and used to detect intrusions.  
 

C. Techniques for Intrusion Detection Systems 

An intrusion detection system can use the following methods: 

1) Signature-Based Detection 

The signature-based detection method is one type of attack 

detection that uses patterns of known attacks to identify potential 

threats. These patterns are obtained from a signature database 

and compared whenever fresh system activity or network traffic 

is identified.   Whenever the system detects a match, an alarm is 

set off. 

2) Anomaly-Based Detection 

An anomaly-based detection system establishes a normal state 

for a system or network and flags any deviation from this as a 

potential intrusion. Anomaly detection can identify novel 

threats, as it is not dependent on known attack patterns, unlike 

signature-based approaches.  
 

3) Hybrid Detection 

Hybrid detection systems attain peak performance by combining 

signature-based and anomaly-based methods. These systems 

utilize signature recognition to identify known threats and 

monitor deviations from normal behaviour, thereby detecting 

previously unknown attacks. When both methods are used 

together, the rate of detection increases and the number of false 

hits decreases.  
 

4) Heuristic and Statistical Techniques 

Heuristic and statistical approaches involve defining specific 

rules or leveraging mathematical models to detect intrusions. For 

example, a rule may trigger an alert if the number of failed login 

attempts exceeds a predefined threshold. Similarly, statistical 

techniques can analyze traffic distributions or compute entropy 

to identify unusual variations that may indicate an attack. These 

techniques are well-suited for resource-constrained real-time 

applications due to their simplicity and computational 

efficiency.  
 

D. Applications of Intrusion Detection Systems (IDS) 

One crucial instrument in cybersecurity for monitoring and 

detecting intrusion attacks is the Intrusion Detection System 

(IDS). Intruder detection systems can be categorised into three 

main types: application, host, and network. Intrusion detection 

systems scan networks for suspicious packets. Host intrusion 

detection systems typically monitor only one server or computer. 

Lastly, application intrusion detection systems monitor several 

apps known to pose a threat [9][10]. One crucial piece of 

technology that can protect individuals from cyberattacks is 

intrusion detection systems (IDS). Due to the prevalence of 

various forms of cybercrime, the Internet has become the de 

facto medium for all financial transactions and data processing. 

Information security must, therefore, get increased focus. This 

paper covers the following application areas:  

• IoT Intrusion Detection System 

• Security for Smart Cities 

• Intrusion Prevention System for Big Data Systems 

• Security System for Fog 

• Protection against Mobile Threats. 
 

1) IDS for Internet of Things (IoT) 

A network of networked computing devices, goods, and services 

that can sense, collect, and transfer data over the Internet without 

any human interaction is called the IoT. Low-power, lightweight 

protocols are built into Internet of Things devices [11]. In terms 

of discussions involving smart grids and IoT devices, it is not 

heavy. The system is highly susceptible to attacks, as they can 

manipulate the data gathered by the sensors. The majority of 

assaults on IoT devices fall into one of several categories: 

physical, side channel, environmental, cryptanalysis, Black hole, 

Sybil, etc. Lightweight intrusion detection was proposed by Jan 

et al. using a supervised learning method. 
 

2) IDS for Smart City 

This work aims to protect smart cities against DDoS attacks by 

locating them within smart city apps. This study proposes a  
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strategy that consists of two parts: a classifier model and an 

RBM model. Using this RBM model, high-level features can be 

learnt unsupervised. Using the classification, various distributed 

denial-of-service (DDoS) attacks can be differentiated.  
 

3)  IDS for Big Data Environment 

The term "big data" refers to massive datasets that encompass a 

wide range of information types, including structured, 

unstructured, and semi-structured data. With such a large 

dataset, a traditional intrusion management system would fail. 

Machine learning methods are the exclusive way to implement 

intrusion detection systems in a big data environment. 
 

4) IDS for Fog Computing 

Fuzzy computing is an innovative approach to computer science 

that enhances speed by bringing analytics to the edge, where they 

can be utilized more efficiently. Cloud computing, fog 

computing, and the user layer comprise the three tiers that make 

up this architecture. Distributed fog nodes including routers, 

gateways, and edge servers form the fog service layer in fog 

computing.  
 

5) IDS for Mobile 

Communication and the storage of more sensitive information 

are two areas where mobile phones are rapidly gaining 

popularity. Potential security holes can be found in mobile apps, 

devices, networks, websites, and content [12]. Devices with IDS 

installed are better able to fend off these dangers. The 5G cyber 

defense architecture can detect cyberattacks in 5G mobile 

networks by utilizing a self-adaptive system based on deep 

learning. To classify the invasion, they plan to use a two-tiered 

architecture that includes the ASD and NAD modules.  

 

III. Cloud Security Threat Landscape 

Cloud computing has completely transformed the way computer 

services are provided, allowing users to access resources on 

demand and in a scalable manner. Due to its networked 

architecture, multi-tenancy, and dependence on virtualization, 

this paradigm change also introduces a large and dynamic danger 

landscape.  Intrusion Detection Systems (IDS) and other 

effective countermeasures can only be developed after a 

thorough understanding of the types and extent of cloud-specific 

security threats has been gained.  Here, we'll review the primary 

risks that cloud environments encounter in maintaining data 

privacy, integrity, and accessibility [13]. The reporting of past 

threats has been a valuable resource for understanding these 

shifts.  Reports on security concerns across time provide a 

synopsis of relevant occurrences.  An extensive collection of 

threat reports from the past is accessible; for example, a search 

for "cyber security threat report" on Google returns more than 

three million results. Either broad cybersecurity dangers or more 

targeted ones (such as web-based apps) might be included in 

these papers. While yearly and quarterly reports cover threats, 

all historical reports cover threats from the past. Cloud 

computing is the practice of using the Internet and other 

networked computers, storage devices, and software programs 

to host and supply computing resources to other users over the 

Internet [14]. Cloud services are accessible on demand and can 

be accessed using web browsers. There are numerous cloud 

computing solutions available, and each provider promises a 

specific level of service quality. The application, platform, and 

system layers are the three pillars upon which cloud computing 

rests. 

E. Cloud Computing Architecture 

Cloud computing refers to the fundamental design that enables 

the on-demand access to internet-based computer resources. It is 

a set of interconnected services and components that work 

together to provide efficient, scalable computing. Figure 2 shows 

that the architecture may be essentially broken down into two 

main parts: deployment models and service models. 

1) Deployment Models 

There are several models for deploying cloud services that 

consider factors such as ownership, access, and security 

requirements. [15]: 

 
Fig. 2. Cloud Computing Deployment Model. 

 

• Private Cloud: The organization or the cloud provider 

handles the maintenance of this private network infrastructure, 

which can be hosted on-premises or in the cloud. One reason it's 

more secure is that it restricts access to service delivery 

environments to the organization that controls it. It does not offer 

advantages such as lowering capital and operational expenses, 

but it does promise to address data security issues and provide 

greater control.  

• Public Cloud: A cloud provider owns and operates this 

infrastructure, which is intended for use by various public 

groups. The resources are made available dynamically based on 

the pay-per-use model.  Because it is vulnerable to hostile 

attacks, it is not very secure. Customers have several advantages, 

including scalability, independence from physical locations, 

flexibility, and the absence of the need to initially invest in 

infrastructure. 

• Hybrid Cloud: This system enables users to access and 

share data and applications across multiple, geographically 

dispersed clouds using a network of interconnected, 

standardized computing resources.  By combining their strengths 

and overcoming their weaknesses, they provide more application 

control and flexibility. 

• Community Cloud: Multiple organisations within a single 

community with shared interests can utilise this cloud 

architecture.  The community cloud makes all of its data and 

apps available to everyone at no cost. [16].  

Artificial Intelligence (AI) has become a cornerstone in 

modernizing cloud security frameworks, enhancing the ability 

to detect and mitigate threats proactively.  AI technologies such 

as machine learning (ML), deep learning (DL), and neural 

networks have proven to be powerful tools in securing cloud 

environments by identifying patterns, predicting threats, and 

responding to attacks in real time.  

These technologies, particularly in cloud security, leverage 

large-scale data processing and analysis to continuously learn 

from new patterns, enabling systems to improve over time 

without human intervention. 

Artificial Intelligence (AI) has become a cornerstone in 

modernizing cloud security frameworks, enhancing the ability 

to detect and mitigate threats proactively.  AI technologies such 

as machine learning (ML), deep learning (DL), and neural  
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networks have proven to be powerful tools in securing cloud 

environments by identifying patterns, predicting threats, and 

responding to attacks in real time.  

These technologies, particularly in cloud security, leverage 

large-scale data processing and analysis to continuously learn 

from new patterns, enabling systems to improve over time 

without human intervention. 

Artificial Intelligence (AI) has become a cornerstone in 

modernizing cloud security frameworks, enhancing the ability 

to detect and mitigate threats proactively. AI technologies such 

as machine learning (ML), deep learning (DL), and neural 

networks have proven to be powerful tools in securing cloud 

environments by identifying patterns, predicting threats, and 

responding to attacks in real time.  

These technologies, particularly in cloud security, leverage 

large-scale data processing and analysis to continuously learn 

from new patterns, enabling systems to improve over time 

without human intervention. 

Artificial Intelligence (AI) has become a cornerstone in 

modernizing cloud security frameworks, enhancing the ability 

to detect and mitigate threats proactively. AI technologies such 

as machine learning (ML), deep learning (DL), and neural 

networks have proven to be powerful tools in securing cloud 

environments by identifying patterns, predicting threats, and 

responding to attacks in real time.  

These technologies, particularly in cloud security, leverage 

large-scale data processing and analysis to continuously learn 

from new patterns, enabling systems to improve over time 

without human intervention. 
 

2) Service Models 

Cloud services are offered under various models, depending on 

the level of control and abstraction provided to users.The service 

model architecture is shown in Figure 3: 
 

 
Fig. 3. Cloud Service Models. 

 

a) Software as a Service (SaaS) 

Consumers can access this typical kind of cloud service using 

any mobile application or web browser. Online apps that are 

completely operational are located on this top layer. Unlike the 

software bundles that users are required to purchase, the SaaS 

model provides software programs as internet-based services 

(see Figure 4). Thanks to cloud hosting, all processes and apps 

can be managed, eliminating the need for hardware installation 

or maintenance [17]. While most SaaS models are free, some 

may charge a subscription fee that can be paid monthly or 

annually to access additional features. Software-as-a-service 

(SaaS) models can be seen in several places, including 

Salesforce, Amazon Web Services, Google Cloud, Dropbox, and 

Google Workspace.  Model for software services. 

 
Fig. 4. Software as a Service (SaaS). 

 

b) Platform as a Service (PaaS) 

PaaS enables the complete application development lifecycle, 

from testing and design to implementation and debugging, by 

providing an operating system, hardware, and network 

infrastructure. The environment for development is web 

browsers. Apps can be built, tested, shared, maintained, and 

upgraded with the help of the PaaS paradigm, which creates a 

life-cycle model. Businesses can benefit from cloud developers' 

application software, web services, networks, and business 

strategies. The developer, who is also a user, can efficiently run 

the cloud system while reducing material expenses, thanks to the 

self-management nature of the platform as a service model. PaaS 

models are used in the cloud computing industry and include 

services such as Amazon Web Services (EC2), Google Cloud 

Platform, and Salesforce. System design for PaaS operations. 

The acronym "PaaS" is visible in Figure 5. 

 
Fig. 5. Platform as a Service (PaaS). 

 

c) Infrastructure as a Service (IaaS) 

Virtual computers, storage, and networking are all part of the 

virtualized computer resources offered by Infrastructure as a 

Service, the lowest tier.  Users can access the software, 

configurations, and operating systems of the virtualised 

resource.  This cloud service provides its customers with the 

necessary networks, servers, data storage, and other computer 

resources to run their software and systems effectively (see 

Figure 6). As part of creating a cloud-based infrastructure as a 

service (IaaS), designers check that the model's operating system 

and virtualization are compatible with the machine's 

specifications. Among the several IaaS models, the most 

common ones include Cisco and IBM hardware services, as well 

as Amazon Web Services' S3. 
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Fig. 6. Infrastructure as a Service (IaaS). 

 

IV. Machine Learning And Deep Learning In IDS 

Unsupervised learning relies on similarity-based clustering. 

Even with an unlabelled dataset, the model may discover the 

hidden pattern. Modelling techniques, such as grouping and 

association, allow it to unearth previously unseen patterns in the 

dataset. Artificial intelligence (AI) that learns from its own 

experiences, known as unsupervised learning, is a genuine 

phenomenon. In Figure 7, they can observe the integration of 

ML and DL into the IDS architecture. 
 

Anomalies can also be identified using IDS techniques, which 

seek to detect any behaviour that deviates from the norm. The 

process is known by another name: misuse detection. The 

detection system relies solely on three components: training, 

detection, and parameterisation. The observed behaviours, such 

as hosts and network connections, are captured in the 

parameterization stage. Using the training module, a 

classification model may be built to determine if these 

behaviours are normal or aberrant.  

 

 
Fig. 7. Machine Learning and Deep Learning in IDS. 

 

F. ML-Based Intrusion Detection System 

Security professionals rely on ML algorithms to foretell 

potential threats, thwart attacks, and prevent cybercrimes by 

erasing sensitive data. As a security measure, ML algorithms can 

predict potential attacks; this section primarily addresses the 

most popular ones. When developing an anomaly detection 

system that leverages ML the gold standard for attack detection 

it is crucial to have a firm grasp of the system's semantic 

characteristics. Understanding the threat model that is, the 

attacker's actions and the system's surroundings helps build an 

ML security solution [18]. 

1) Supervised ML for Intrusion Detection 

The relationships between inputs and outputs provide the basis 

for an ML task's output data mapping. They have taken popular 

machine methods for intrusion detection into account for the 

empirical analysis. Using the training samples to accomplish a 

predetermined goal is the fundamental principle of supervised 

learning. Classification and regression procedures are typical 

examples of this type of learning. 

2) Unsupervised ML for intrusion detection 

Clustering based on similarities is the foundation of 

unsupervised learning. The model might still find the hidden 

pattern in an unlabelled dataset. Modelling techniques, such as 

grouping and association, allow it to unearth previously unseen 

patterns in the dataset.  In reality, AI that learns from its own 

experiences, or unsupervised learning, is very similar to how 

people learn. 
 

G. DL Based Intrusion Detection System 

DL is a branch of ML That Has Developed quite a bit over the 

years. DL architectures employ layered structures to model 

intricate ideas. ANNs draw architectural cues from the human 

brain, which has a significant influence on DL architectures.  In 

several areas, including image processing, speech recognition, 

and assault detection, the DL technique is currently being used. 

Regarding feature extraction, DL architectures differ from ML 

architectures. Data-driven designs will autonomously extract 

features, and the algorithm will self-correct based on its own 

mistakes. 
 

V. Literature Review 

These studies explore advanced intrusion detection, 

cybersecurity, and privacy solutions using deep learning, 

reinforcement learning, and cloud-edge architectures. They 

address challenges in EV charging, VANETs, smart 

surveillance, cloud security, and data privacy, achieving high 

accuracy and efficiency. 
 

Basnet and Hasan Ali (2020) Note That Cybersecurity flaws 

inherent to the open communication layer pose a threat to the 

CIA of grid resources. To keep up with the increasing demand 

for electric vehicles, it is crucial to establish EVCS quickly and 

reliably. They propose new IDS that can detect DoS attacks in 

EVCS using deep learning.   To detect and classify DoS attacks 

in the EVCS, the methods LSTMs and DNNs are utilised (in 

Python 3.7.8). The results show that both the DNN- and LSTM-

based IDS achieved detection accuracy levels above 99% [19]. 

Hsu and Matsuoka (2020) present an anomaly network intrusion 

detection system based on DRL. In an instant, their system can 

adjust to various forms of network traffic. Three significant 

additions have been made to this publication. First, to 

demonstrate the generalisability of their strategy, they showcase 

their work on the popular NIDS benchmark datasets NSL-KDD 

and UNSW-NB15, in addition to a genuine university network 

log. The second part of the process was demonstrating the 

efficacy of their strategy through comparisons with three other 

prominent machine learning techniques and two affiliated 

published findings. Now, their model can process millions of 

packets per second on the network a feat it has accomplished 

three times [20]. 
 

Zeng et al. (2019) The rapid advancement of smart automobiles 

has sparked considerable interest in privacy and security 

concerns regarding VANETs. It is recommended to install a 

dependable, real-time intrusion detection system in the VCM, as 

it is where the OBU devices connect to the internet. Their end-

to-end intrusion detection solution can automatically detect 

malware traffic for OBUs using DL. Since their proposed 

method does not utilize any attributes of sensitive data that 

humans have retrieved, but instead relies entirely on raw traffic, 

it stands apart from previous intrusion detection systems. The  
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performance is compared with previous methods using both a 

public dataset and a dataset that simulates a real-life VANET. 

Through testing, they determined that their approach can 

improve performance while reducing resource use [21]. 
 

Kaskavalci and Gören (2019) note that the proliferation of smart 

surveillance is a direct result of the convenience and declining 

cost of related technology. Conventional security systems 

constantly record video footage to a storage device. The 

downside is that this shortens the lifespan of the hard drive and 

produces massive amounts of data. Footage captured by more 

modern devices with an Internet connection is saved to the cloud. 

Additional bandwidth needs and Cloud fees are associated with 

this capability. Utilizing the power of the cloud and the edge 

computing network, they offer a distributed and scalable 

surveillance architecture that leverages deep learning. Their 

design significantly reduces bandwidth and cloud costs by 

processing footage before transmitting it to the cloud [22]. 
 

Torkura et al. (2018) Users can access multiple CSSs in a unified 

and concurrent manner thanks to CSBs, which also mask the 

complexity of the cloud. As a result of integrating many 

components, security complexities arise, as well as API 

compatibility issues, among other security risks associated with 

this multi-cloud strategy. Other challenges include increased 

attack surfaces and hostile insider threats. Unveiling these 

security concerns necessitates innovative approaches. In 

response, this article introduces CS-BAuditor, a novel cloud 

security solution that monitors CSB resources in real-time for 

indicators of misuse or unauthorized modifications (such as 

incorrectly set bucket policies) and remediates them [23].  
 

Sharma (2017) starts from point on the path to implementing the 

ad hoc cloud.  When an ad hoc cloud customer stores their most 

sensitive data on the provider's infrastructure-less network, 

security becomes a significant concern. I've investigated these 

issues in my study.  To advance the policy-making process for ad 

hoc cloud implementation, this study proposes a model of 

proactive security architecture that considers these aspects [24]. 
 

Stringent regulations regarding the protection of personal 

information currently impede Suzic and Reiter (2016). In this 

article, we highlight the ongoing work being conducted as part of 

the SUNFISH H2020 project to enable secure private cloud 

federations for public administrations.  Data security regulations 

in diverse environments may be enforced across organisations, 

focusing on architectural components and operations. By 

combining the enforcement of security policies in real-time with 

post-execution verification of adherence, their solution enables 

proactive limitation of data flows in federated systems.  By 

checking data flows for compliance with security regulations at 

the organisational and federation levels, this framework aims to 

facilitate secure service integration and data exchange in cross-

entity settings [25]. 
 

Zhao et al. (2016) provide a DL-based architecture for disease-

named entity identification. The first step is to combine the input 

feature embeddings at the word, character, and lexical levels. 

Then, by stacking many convolutional layers, the input is 

automatically processed. As a last step, we collect correlation 

information between close labels by applying the multiple label 

approach to the output layer, as mentioned earlier.   Results from 

trials using the NCBI and CDR datasets show that ML-CNN can 

achieve top-tier results [26]. 
 

Table I is compiled from research on cybersecurity in the 

environments of EVCS, VANETs, smart surveillance, and 

clouds. These methods enhance intrusion detection, data 

security, and system performance in the face of challenges such 

as real-time processing and multi-cloud complexity, utilizing 

deep learning, reinforcement learning, and auditing systems. 

 

Table 1: Summary of Key Studies on Intrusion Detection Systems for Proactive Cloud Security. 
 

Authors Study Approaches Key Findings Challenges 

Basnet & Hasan 
Ali (2020) 

Finding EV Charging 
Stations Victimised by DoS 

Attacks 

LSTM, DNN The detection accuracy was greater than 99% 
for both models, with LSTM outperforming 

DNN in terms of F1, recall, and precision. 

Protecting smart grids and EVCS 
from DoS threats 

Hsu & 
Matsuoka 

(2020) 

Anomaly-based IDS with 
self-updating capability 

Deep Reinforcement 
Learning (DRL) 

Outperforms classic ML methods; scalable to 
million-scale traffic in real-time 

Self-updating under evolving traffic 
behaviors 

Zeng et al. 

(2019) 

Identifying intrusions in 

vehicular ad hoc networks 

DL  on raw traffic High performance using raw traffic without 

manual feature extraction 

Real-time accuracy with limited 

resources 

Kaskavalci & 

Gören (2019) 

Smart surveillance with 

edge-cloud computing 

Distributed DL-

based surveillance 
system 

Reduces bandwidth usage and cloud storage 

costs 

Real-time processing on edge 

devices 

Torkura et al. 

(2018) 

Secure cloud storage broker 

auditing 

CS-BAuditor for 

continuous security 

monitoring 

Detects misconfigurations and unauthorized 

changes in CSB 

Multi-cloud integration and API 

interoperability 

Sharma (2017) Security in ad hoc cloud 

environments 

Proactive security 

architecture model 

Contributes to policy design in infrastructure-

less ad hoc clouds 

Data confidentiality in untrusted 

environments 

Suzic & Reiter 

(2016) 

Secure private cloud 

federation (SUNFISH 
project) 

Real-time data flow 

restriction & post-
execution 

conformance 

Enforces security across federated public cloud 

infrastructures 

Cross-entity data exchange in 

heterogeneous systems 

 

VI. Conclusion and Future Work  

Cloud computing has become increasingly significant in modern 

digital infrastructure due to the scalability and flexibility it 

provides to users and enterprises. Nevertheless, it is associated 

with high levels of security challenges, such as the increasing 

sophistication of cyberattacks on cloud environments. This 

survey has discussed the state of IDSs in the field of cloud 

computing paying increased attention to the emergence of 

intelligent systems based on ML and DL approaches following 

the traditional approaches to IDSs using rules. Combining 

cooperative IDS models, which involve one or more IDS agents 

working with different cloud providers, has shown promise in 

enhancing threat detection through the concept of knowledge 

sharing and filling in the gaps. Among the barriers overcome by 

these advancements, high false positive rates, privacy concerns 

with data, model interpretation, and the challenges associated  
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with deploying resource-intensive DL models across large-scale, 

cloud-based environments in real-time, should be listed. 
 

A perfect example of an AI-based IDS that can be deployed in 

real-time in resource-constrained clouds is one that is not only 

efficient and lightweight, but also one that clearly states why it 

believes what it claims to be true about its model.  A more in-

depth study is needed to explore the potential of giving IDSs the 

ability to learn and adapt to new online attack patterns through 

training and on-the-go improvements. Additionally, the 

federated learning and privacy-preserving approaches provide a 

good direction for allowing collaborative detection without 

compromising the confidentiality of user information. The 

creation of standardized benchmarks, realistic cloud-specific 

datasets, and evaluation metrics would also be key to the 

progress of research and deployment in this sensitive area of 

cloud protection. 
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